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Classifying Online Risk to children – The 4 Cs
	Online risk can arise when a child:
	Actions we take to minimise the risk
	To do

	Engages with and/or is exposed to potentially harmful CONTENT

Violent Gory Content
Hateful / Extremist 
Pornographic
Illegal / Age inappropriate
Mass-produced or User-generated
Fake News
Racism
Misogyny
Self-harm
Suicide
Anti-Semitism
Radicalisation
Extremism


	Senso – monitoring potentially harmful behaviour on computers / individual log ins. 
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InTune – monitoring potentially harmful behaviour on IPads.
Online Safety training for all teachers termly by SWLGfL / AmazingICT
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Online Safety policy – updated annually and shared with all stakeholders
Social Media Policy – updated biannually and shared with all stakeholders
Acceptable User Agreement – shared with and signed by all stakeholders. 
ECadets: a group of children in school dedicated to promoting online safety throughout the classes.
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Safer Internet Day: themed day within school
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Teach online safety during Autumn term as a focus linked to SOW and Curriculum planning NCCE [image: ]  and [image: ]
Every 4th lesson for PSHE is linked to online safety and Project Evolve
RSE Curriculum focuses on Healthy Relationships online and offline for all year groups
PSHE Curriculum – jigsaw
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Online Safety page on website to include webpages, information, CEOP

Online Safety workshop for parents – QR code to presentation sent out to parents

Child Protection and Safeguarding policy addresses online safety issues / peer-on-peer abuse including cyberbullying.
 
All staff have read and understood: 
KCSiE 2022 / CP policy
	Continue to monitor CPOMS logs for patterns of behaviour

Ensure all concerns are actioned and next steps recorded

	Experiences and/or is targeted by potentially harmful CONTACT

Harassment
Stalking
Hateful Behaviour
Sexual Grooming
Sextortion
Generation or sharing of sexual abuse materials
	Inclusive atmosphere for parents and children so that they know that they can come and talk if they receive any unwanted contact via social media – What’s App groups, photographs

Online safety Designated Safeguarding Lead has been appointed and is a key member of staff. 
CPOMS logs relating to online safety go directly to the DSL/Head.

Steer Clear and Climb workshops for vulnerable children at risk of exploitation in KS2.

Loudmouth / St Giles / Rock Kidz – workshops for children on CE, self-esteem and confidence, helping hands

SmashLife / Stay True Project: 1:1 mentoring for vulnerable children at risk of exploitation both criminal and sexual

Teaching children how to Blocking / Reporting players, predators, callers

Rainbow Room – cyberbullying issues
	Continue to monitor CPOMS logs for patterns of behaviour

Ensure all concerns are actioned and next steps recorded

	Witnesses, participates in and/or is a victim of potentially harmful CONDUCT

Bullying 
Hateful Peer Activity 
Trolling
Sexual images
Pressures or harassment 
Exposure to harmful user communities (self-harm / eating disorders)
	Inclusive atmosphere for children so that they know that they can come and talk if they receive any unwanted contact via social media – What’s App groups, photographs

CEOP button on website
Wake-Up Wednesday for Parents from National Online Safety showcasing safety information for parents

Online Safety newsletters for parents half-termly.

PSHE / RSE / Online safety taught through PSHE

Loudmouth / St Giles / Rock Kidz – workshops for children on CE, self-esteem and confidence, helping hands
	Continue to monitor CPOMS logs for patterns of behaviour

Ensure all concerns are actioned and next steps recorded

	Is party to and/or exploited by a potentially harmful COMMERCE or commercial interests

Gambling
Exploitative or Age-Inappropriate marketing
Identity theft
Fraud
Scams
Trafficking
Streaming Child Sexual Abuse 
	Teach online safety during Autumn term as a focus linked to SOW and Curriculum planning NCCE [image: ]  and [image: ]
Every 4th lesson for PSHE is linked to online safety and Project Evolve

RSE Curriculum focuses on Healthy Relationships online and offline for all year groups
PSHE Curriculum – jigsaw
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	Organise Natwest to come into school to talk about Economics with children of all ages
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