Sir Alexander Fleming Primary School and
Nursery

‘Belonging, Being, Becoming’

Online Safety Policy

Updated: Januwary 2023

Review Date: Januwary 2024

Our school values

PRIDE — bes proud, of what wes all achieve by aspiring to work: hard, and. become: your ‘best self’

BRAVERY — to overcome barriers by attempting difficult challenges. by being resilient, independent. and,

nquisitive.

SUCCESS — achieving high standards with, . belief that with effort anuthing is achievoble.

Writing and reviewing the online safety policy
The, online safety policy relates to other policies including, ICT/Computing; Child, Protection. and,
Safequarding; Acceptables Uses and Sacial Mediay.
e The school's online safety co-ordinator is also the: computing coordinator, as the roles
overlap.




Teaching and, Learning

The internet is an essential element in 2kt century life for education, business and
social, interaction. The school has a, duty to provide pupils with quality internet
access as part of their leaming experience.

Intemet use is o part of the statutory cwrriculum and, o necessary tool for stoff and
pupils.

The school internet access is provided by Telford, & Wrekin, Council through o regional
broudband, contract, which includes filtering appropriate to the age of pupils.

Pupils will bes tawght what internet use is acceptables and what is not and given
Pupils from all year groups will sign an acceptable user policy agreement.

Pupils will bes educated in the safe, effectiver uses of the intemet in research, including
the skills of knowledge location, retrieval and evaluakior.

Pupils will bes shown how to publish, and present information appropriately to- a, wider
audience.

Pupils will, be; taught how to evoluates intemet content

e The school will seek to ensure that the use of internet derived materials by staff
and by pupils complies with, copyright: Law.

e Pupils should be taught to be critically aware of the materials they read, and
shown how to volidate information before accepting its accuracy. Pupils will bes taught
how to report unpleasant internet content e.g. using the, CEOP Report, Abuse icom.

e For pupils whose parents lack economic resources, the schoot should build digital
skills and resilience, acknowledging the lack of experiences and, intermet at home.

e For children with social, familial or psychotogical vulnerabilities, further
consideration should bes taken tor reduces potential harm.

Managing internet Access

School, ICT systems security will ber reviewed, reqularly by the ICT technician from,
T&Wiki

Services Provider (Rourtech) filters information using Smoothwall (filtering system).
WLFL access is password, protected..

Staff must use Senso to monitor and, control, what pupils are typing/accessing during
InTune management sotution is used, to control what pupils are accessing on the
school, LPads maintains the safe use of technotogy.

Thes schoot will work in partnership with, T&W / Roartech tor ensure systems to- protect

2




pupils are reviewed and, improved.. sk

. Ifﬂoﬁwpupw&wmmwmmbwmmmmmmmmmb@mpom
to thes Online Safety Coordinator and/or the ICT Technician. iste:

. Smmstoﬁwﬂmﬂwbmgulwchmmmmwgmw&mmfmg
methods selected are appropriate, effectives and, reasonable. iskr:

e Alogof any incidents on CPOMS will, bes used, to identify patterns and behaviowrs of
the pupils.

. Pw@%%ﬁm&gwﬂgmwpw@emmmmmw _____

e Pupils must immediately tell o teacher if they receive offensives e-mail. iske!

. wa&mmtm@mpmdmm#ﬁmmmorothmm@mw
communication, istior arrange to meet anyone without specific permissior. sk

e Staff to parent email (including Parent Mail texting service) communicotion must only
take place via, oo school email address or from within the learning platform and, will
be; monitored..

e Incoming e-mail should be treated as possibly suspicious and attachments not

TTe

opened, unless the, author is knowr. isteiske:

PEFER,

o The forwarding of chairn letters is not permitted.. iste!

Published content and, the school web site st

. Th@wnmmdmm&wwebmywwdb@msdmmmm
telephone number. Staff or pupils’ personal. information will not ber published.. iskei

. TMWWWWMWWWW&WWWWWMWWM
and enswre that content is accurate and, appropriate. iske:

el

Publishing pupils’ images. and. work ists

e Photographs that include pupils will ber selected, carefully based, on context. The
schootl will uses photographs only when permission has been granted. by the
parent/carer and, pupiliste

e Pupils’ full names will be: avoided, on the website or learning platorm including in any
blogs, forums. or wikis, particularly in association with, photographs.

e Written permission from parents or carers will bes obtained, as part of the admission
process, before photographs of pupils ares published on thes school website or social
medics platform.

Sacial networking and personal, publishing on the school leaming platform

e The school has a robust social medios poticy, iskel

e Pupils will be, advised, never to giver out personal. details of any kind which may
identify them or their locatioriste:

e Pupils and parents will be: advised, of thes age restrictions set for thes use of social
network spaces outsides school.




Managing videoconferencing (if available)
. VWMWMWTMWWWW@WWOM@@W

e Al videoconferencing will be managed, and supervised by the teacher
e Ay videoconferencing will be: conducted, through Microsoft Teams. or Google: Meet using

staff accounts
Managing emerging technologies. iske:

e Emerging technotogies will be examined for educational benefit and o risk assessment
will be carried, out befores use in school is allowed. i

e Mobile phones and associated cameras will not bes used, during lessons and formal
school, times unless permission has been granted by the Headteacher

Protecting personal dato iske!

e Personal data will be processed in accordance with the requirements. of GDPR
legislation (or equivalent UK legislation)ists:

Authorising intemet access iste!

e Al staff, governors and, visitors must read, and sign the “Acceptable Intemet and,
Computer Use Rolicy for Staff, Governors and Visitors” befores using any school ICT
resowrce. (Appendix |)

e Pupils must sign an acceptable user policy agreement before accessing the school
nebwork. It is the responsibility of the class teacher to enswre this is adhered to.

Assessing risks st

e The school will take all reasonable precautions to prevent access tor inappropriate
material. However, due to the intemational scale and linked, intermet content, it is
not possible to guarantee that unsuitable material will never appecr on o, school
computer. Neither thes school nor T&W/Rourtech, can accept liability for the: material
accessed, Or any consequences of internet access. okl

e The school will monitor ICT use to establish if the online safety policy is adequate

e Ay complaint about stoff misuse must be referred to the: Headteacher-
o Complaints of internet misuse will be overseen by a senior member of staff. it

e Pupils and parents will be, informed, of consequences and sanctions for pupils
misusing thes intermet, and this is in lines with the, school's Behaviour Policy.

Stoff and the Online Safety Policy ist
o Al stoff will ber advised of the school's Online Safety Policy and. its importance
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explained..

AlL staff will sign to acknowledge that they have read and understood the Online
Safety Policy and, agrees to- work, within the stipulated, guidelines.

Staff should be: amare that intemet traffic can be monitored and traced to the
individual user. Discretion and professional conduct is essential.

Staff will ber advised on the use of social media, both at work and in their personal
situation through thes Social Media, policy.

Enlisting parents’ support isti

Parents’ and, carers’ attention will be: drawn to the school's Online Safety Policy in
newsletters and, on thes school websiter and, updates will bes gver.

Parents are offered, online safety training annuwally, with o focus on education and
having an overview of tools to allow them to take control whilst not undermining
trust.

Acceptable Use Agreement / Code of Conduct Staff, Governor and, Visitor

ICT and the related technologies such as email, the internet and mobile devices are an
expected part of owr daily working life in school. This policyis designed to- ensure that all
staff are awoure of their professional responsibilities when using anyform, of ICT. All stoff ares
expected, to sign this policy and adhere at all times to its contents..

Any concerns or clarification should be discussed with Julies Lane (school online safety coordinator / DSL)

Permission will bes sought from students and, parents. before any photographs ares published, on ar
web site,, blog or social, medias outlet.

Images of children must not be published where it is possible to identify their names.

Access must only be: made via, the authorised account and password, which must not be
mades available to any other person

AlL Internet uses should, bes appropriate to staff professional activity or students education.
Sites and materials accessed must be appropriate to work in school. Users will recognise

No hardware of software will. bes installed without the, permission of the ICT coordinator-.




Activity that threatens the inteqrity of the school ICT systems, or that attacks or corrupts other
sistems, is forbidden

Copyright: of materials and, intellectual property rights must be respected,

Al electronic communications with pupils/parents. and staff must remain professional

Own personal details, such as mobile phone number and personal

email address must not be given, out to pupils.

Personal data, must be kept secure and used appropriately, whether in school, taken off school
premises or accessed remotely

Any material that could be considered offensive, ilegal or discriminatory must not bes browsed,
downloaded,, uploaded, or distributed.

Internet access can ber monitored. and, logged, which can be: made avoilable, on request, to- o
line: manager or Headteacher.

Support of the school tor online safety must be respected by not deliberately uplooding or adding
any images, video, sounds or text that could upset or ofend any member of thes school,
Community.

Onlines activity, both in schootl and, outside, will not bring the, professional role intor disrepute..
Support and, promote the, school's Online Safety poticy and, help pupils to be safer and,
responsible in their use of computing and, related, technotogies.

User Signature

Iagree to follow this code of conduct and to- support thes safe use of ICT throughout the, school,




