Sur Alexander Fleming Primary School: Online Safety Progression

online: may not be
honest, accuwate
or legal.

I know why information
that is on o lamge
number of sites may
still be inaccurate or

Nursery Reception, Year | Year 2 Year 3 Year 4 Year 5 Year 6
I know to evoluate
digital content and, can
explain, how I make
choices from, search
results..
1 know key concepts
incuding: data,
information, fact, opinion
belief, true, fulse, valid,
relioble, and evidence.
I know the difference I know the strategies I
o . l&m):l UWW between online mis - would apply to- be
. . } i ion and, in
1 - th ety posans v, | Bmaion dacoming
S o, I know what personal Ikxwwwhga,pamrd, real life. '
= I know I can use the Wﬂmmm ! MI% me safe online. I know and, discuss Lbfwwm&m
intemet to find things ; I know what %ﬂuﬂg healthy online Y wwmx'
~ out. 1 e information should, not Y g I know that not relationships. I the
: ) wwnpl%ofhcww bo sharcgtined I know what I should @v@ryﬂ?;ngm;md,mdm ; N I know when and why ‘influence’,
@) find information (e.g. and, should, not share | gy Vo it is important to be ‘manipulation’ and,
soarch I know who are the . manage information . o
engine, I can online. I i b ‘sceptical’. persuasion’ and
ices activated, ’ : ' explain how T might
? a vowe ot respectfully online. P mig
searching). I knowrmeans. of I know I need to think encounter these online
g technology that: cans be carefully befores T forward, @gad»erﬂ&pg]andad
in. bullying anything online. targeting').
s 1sed, .
I know some
information I find,




1 know how and who
I can speak to if T am

I know how to stay
safe online: when

I know how to use

I know how to protect
myself when playing

I know how to use
different, search,

)
g worne,d,about, passwords to stay safe games online
S Ile,nnwhuwtcrfqﬂuw . .3 1 howr this. might I know how and why
QY lggagt using I know how and, who happen (e.g. the: sharing som@pe,oplzmag
technology at home ) per te-g. th ) present, ‘opinions’ as
mmym I know how to select I know how to make to talk to if T am of misinformation, either s’
i ways to stay safe a password, that is unsure about an online by accident or on '
B online. mores secure. relationship. purpose ). I know how to
. . demaonstrates strategi
I know how to identify o o ™
trusbworthy Sites. the, validity of facts.
and, T can explain why
using these strategies
are important.
I know how to identify,
flag and. report
inappropriate, content.
: o . Passwords, decode, E- Identity, protect, online d).g. L ber-attack, protocol,
Safe, not saf@ help, Personal, information, Permission, reliable, Sofety, foke, Strangers, gOIY\F;/S« trust, suspicious, phishing, A phism,nz
VODGbUJOly teacher, family member grown-up/ adult share, online, password,, personal, comfortable, srusoAgRIEE ., ingltaion, record, spear phishing, mabwore, trolh, sotial media
ete . safe. 5 . ' encrypted,, hacker, ' . '
browser, weblink, distroct, private hacking




Nursery Reception Year | Year 2 Year 3 Year 4 Year 5 Year 6
I know that certain
° upseLothex&m 3 gl I know some online
WL;WL b g technologies where 1 wher I know to copture
9 I know examples. of I know examples. of Pagipigeiioy bully i bullyi ight take . bullying content as
be)wrwuxsqmd'&x beh,c;m.mgurand, “’ngm;‘i ie- upset, hurt or angry evidence (e
. o AR Lol o . online. rub, URL ng'éfu@)
i P o _ e bl oo scroengrod, URL, p
~ I W&HS/ b I bexalrlple&of 1 know it is important o 1 ' I know why I need to I we/mh;,{phm who can help me.
people can be “ng o to be considerate: and, I T think carefully about WWMI
: ’ can, peaple: fodls kind, online. I know how someone bulling b ) how content I post Supp I know o range of
can/would, get help ullying g might affect athers, their ond dor | Isag woys to repart, concems
1 know examples of about being bullied, e feelings and how it g both in school and at
g-’ (a behaviowrs that can online or offline. g thafxp]gezpoli may affect, how others c h@lp;bg homes about online
. involved, b . :
%ﬁ pleasant, emotions (e.g., mﬂébﬁ%ﬁm (their reputation )
@ huppy.wﬂsﬁfdypmwy
eto).
I know how to get help
- for someone that is
(@) N I know how to- behave mmml I know how use
riately online technology to protect
app% ‘ I know how to identify nwiw.dcrcrrsag msdfﬁo%nbfﬂymg
» some characteristics 1 how pedtle something or tell b .
I know how bullying that are typical of 1 someone.
! how” and, Wi can maoke someone bullying behaviour by gh
=5 I should, ask permission 3 o/runge/ofmedxa(@g Ihnm/\rhawwuzw
o bo online. feel. (online and, offline) ) text, Ilexwwhuwwblode fr rep
how ond, I know how to identify il bwggmgammi
I know to know ould
whervso‘mwm/mtfpnot wha to e ! how 1 witness or experience
- kind, online. i bullying onv online.
‘ the apps and platforms ’
that T use.
Online, Zﬁm U ! cgbw:w,l,gmg, mmm
) technology, behawiour, sage, timers, health
VOOGbUJOJy mapprvpnwt@ risks, mental, physical. perp by !




to other people.

I know some simple
examples.

responsibilities when, it
comes to images I
creates and, use

Nursery Reception, Year | Year 2 Year 3 Year 4 Year 5 Year 6
I know that copying
someone else's work
form the intemet
without permission can I know when it is
) couse problems. ! MWJJ"Z’L acceptable to use the
! »dwt, . people's work belongs ! . use, I can explain why I
I . oreate using technology s what those problems. e ! I know examples of
~ I know that work 1 <o thod ™ belongs to- me.. i might be ilond, I content that is
creates belongs to me. ; A permitted, to bes reused..
. know it belongs to me. I . 1 know that content on hove the right to reuse
know why it belongs o b I know that we all -
to me. may 9 have rights over the ’ I know the rights and,
aQ

Copyright and, Ownership

Procedwral Knowledge

I know how to save
my work so that others
know it belongs to me.

I know how to explore

where possible identify
the owner.

I know how to respect
others on the intemet

I know how copyright
applies to creative work
and apply its principles
to real life scenarics.

Vocabulary

Flename, content,
design, file, sove

Permission, reused,
identify, copyright, public
domain, content, copy,
belonging, owner,
searching.

Permission, frees to use,
content, rights, owns.

Attribute, copyright,
intellectual property.




Nursery Reception Year | Year 2 Year 3 Year 4 Year 5 Year 6
I know rules, guidance
or conwersations and,
I know somes content
1 know rules and relate them, to own )
) "4 I know les mbols. and,
guidunwo]caquMmg use of technology. e il Of m;tmgsg they
own use of technology .
I know rules that help 1 know and can that I feel is important. I know some simple mewﬂ Ic,axb woys technotogy %mm/ W(Lt:*w
& keep us safe and, I know some simple explain rules to keep us . . well-being awareness, Mo . and,mﬁ .@H PEGI'W]‘W '9"’
healthy in and beyond, e»(ampl,e&o]‘rulmw safe when we are using | I know ways in which .9, not physically of the | BBFC symbdts for age
. the: home, when using keep us safer online. technology both in and, 1 can self-manage my socialising; not listening 1 of the ings, otc)
technology. beyond, the home. use of technology to parents./carers; being that g% ’
. bored. etc. tech/online activities I bnow the foatures of
2 I know rules/ guidance T HloLccag® ol i o )
may help me. Ilexwwthat,mle,s,amt \ b Y

Health- Wellbeing and, Lifestyle
Procedwral Knowledge

I know how to identify
a range of simple
health / well-being
issues on which

technology can impact
and ensure 1 act
appropriately to self-
manage my use of

y-

I know how to choose
woys to reduces the
using technotogy.

I know how to select
appropriate activities to

participate, with
appropriate time limits.
I know how to use
wde{,oggm,a/saf@

I know how to promote

reqards to technotogy

I know how to assess

and, action different

strutegies to limit, the

impact of technology on
health.

I know how to
demonstrate an
awareness of why some
content s age
reguloted..

I know how to
Iy peer
pr%sw@ and can apply
this in online
situations.

I know how to use

strutegies for mitigating

the effects of persuasive

design on technotogy
use.

I know how to select
suitable strategies
based on their own
personal, needs, use
and experience of tech
and the intemet.

Vocabulary

Empathy, online, offline,
report button, block,
online chat, settings,

Concentrution, attentiomn,
positive, negative, online,
distracting, lifestyle.

Personal informatiom,
screen w '@, an
posture, consent, privacy,
digital well-being




I know some simple
examples of my
personal, i
(e.g. name, address,
birthday, age, location ).

I know some people I
can trust and, can
share this and, explain
why T can trust them.

I know the difference
bebween information
shared, on public
platforms. (Yow Tube)
and privotely
(Whats App/Direct
message ).

I know the wide range
of intemet connected,
devices at home.

1 know some of the
features of o connected,
device.

1 know why I should,
only share information
with people I choose tor
and, can trust. I can
explain that if T am not

I know strategies to
content (e.g. scams,
phishing)
I know how to identify
why wer need, 1 know how to identify
passwords, for the risks posed, by over- Imu&fwwmw
accounts / devices and, sharing information 9
effective password.. knowledge to keep
I know how passwords I know how connected, myself sofe. ! hgwcuuiﬁ L howr ots
can be used to protect I know how to create: | devices can collect and, wwﬁpazugmfw peopl@bvgw’nm
information. and, an effective, password,. share my information 1 know how to get help - . ’ g.
devices. with others if I am unsure about (o5 or inf llegally

1 know how to identify
the: appropriate: types: of
content: that can be
shared, onlines and,
understand, woys to
protect, this.

consenting to an online

1 A
use can be monitored,

in-app purchases) and,
explain, why I should,
seek permission from a
trusted, adult before
purchasing

Device, passwords,
prcbwwd,, content,
public, offline, online.

Digital age, consent,
privacy policy, terms of

use,




sewdumgnwne/cnbm

ahout. these: may be incorrect. about. Mo,
I know that information I know how anyone's
ounstagcrd;mand cmhm;mﬁnmanmwn U that not b Ihn,cr\_/«r_whgwls, I know how I am
T 2 be by information about mes beneficial to use developing an online
I can identify ways that 1 know who to talk to search engines. ping an
online have: been, utation, which, will
I can put information 1 know what if I think someone has 1 know that my may by me rep ' o to
on the intemet. information 1 should, made o mistake about information can stay : Y I know that people: may form, an opi 'pwpofmz
nat put online withaut, | putting something online: | - omline fr @ verylang | g | make judgements e
% time.. on )
asking o trusted, adult i against others on the
alter information or put * ) I know some simple
furst : - information that they
1 know some examples. j with, find.. ways that help bulld o
of technology-specific Grm u pmp .
of communication I know that the ’
(e.g. emajis, acronyms;, 9 information I find 1 that
text speak ). online: about people !
may not be accuate. H.mmJWbp
onlines reputation
I know how to use o
search, engine to search
N fu‘ruq‘c'r‘rrwnm;bm
I know to select other people.
I how Ikxwwhawtc’fmd a‘pprcpriate,seumgslw . I:HWW.WMWW
P last which search, engines 1 how o
a«nilngwu;n,ez for 1 know how to use I know how to select are safer to use and, ies. to p u&i/ng
' strutegies to keep my appropriate information maores reliable. dAgle,g b and,
information sofe online. | to share to keep myself rop H,
safe. I know how to present,
information about other
people for others to
Social medicos, chats, Rfeuﬁtpm‘d‘gm
Protect, share, social Share, information, Jud,g@mzn,t& apps, LEJ.L Y
media, public, private, personal, posted, foke. P 9, digi 4

online predator, identity







Nursery Reception Year | Year 2 Year 3 Year 4 Year 5 Year 6
I know ways in which
media, can shape ideas
about gender-
I know messages about
gender roles and make
. f judgements. based, on
9 I know that there may . wwuglmwhidm I know what is meant I know my online
I know that I can say be people: online: who o mbgm by the, term, ‘identity’. identity can be different
: ‘no’ / 'please stop’ / could make me feel . f to the identity I present 1 .
TW tell’ / Tl ask' to I know that saying no sad, embarrassed or y in ‘real life’ lzﬂ . I know issues online
~ somebaody who asks mes is something I can do upset. 1 . I know why I might mjﬁm . that might make me or
=i to do something that either in real life or thgiombhli&m change my identity Knowing this, I know : : drzg ina on others feel sad,
: makes me feel sad, online. 1 know that I should, m@f@d,sag@ depending on, what 1 the right decisions 9 . 9 worried, uncomfortable
g embarrassed or upset. ask an adult for help g Ylwcrr‘y am doing online (e.g about; how T interoct or frightened..
with, things online that fig T goming; using an with others and, how
Q a upset me. i g avotar; social medios others perceive me. I know and can give
@xamp[e/s,ofhcwl examples of how I
jlon R might get. help, both, on
§-’ I know why I should
keep asking until I gets
the help T need
S I know how to ask I know how to
adults for help if I know how other R challenge: and, explain
something happens that people s identity online ! Wlm Iv e Y why it is important to
makes me feel sad, can be different to their P T g fonv be copied, ect, riates
y ) ot . different ways: online. madified, or altered. reject approp
s S waorried, uncomfortable identity in real life. messages about gender
or frightened.. online.

Vocabulary

NB: Teachers can add resources as needed dependent on what is the curent trend in class, using the project

evolver database of resources.




Sur_Alexander Fleming Primary School — Online Safety Long Term Overview — 2023-2024

Autumn - (15-week term)

Spring (10-week term)

Summer (14-week term,)

EYFS

Year |

Year 2

Year 3

Yeor 4

Year 5

Year 6

| 2
wa», well- Pri and
being and 4
lifestyle -
Heawu, well- Pri and
being and 4
lifestyle :
Hea.th,, well- bri and.
being and 4.
lifestyle :
Heawb, well - Bri and
being and 4
lifestyle: :
Heutlrh,, well- bri and
being and 4
lifestyle: :
Hw@, well- bri and.
being and Y
lifestyle :
Security

lifestyle




