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Annual School Online Safety Audit & Risk Assessment
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According to Keeping Children Safe in Education, “Schools and colleges should consider carrying out an annual review of their approach to online safety, supported by an annual risk assessment that considers and reflects the risks their children face.” This document is designed to help schools complete such an assessment. 
It is vital that an online safety audit is neither treated as a tickbox exercise, nor viewed as a static report: it should be a living document that reflects the fluid realities of technological change, evolving harms and user behaviours.
An online safety audit should be carried out by or with the safeguarding team, in recognition that “the designated safeguarding lead should take lead responsibility for safeguarding and child protection (including online safety)” (Keeping Children Safe in Education, emphasis added). 
This isn’t just about the education/curriculum side though – KCSIE 2026 also includes a new mention of school leaders (not technicians) regularly reviewing systems’ effectiveness, and that’s why we start the audit with the Safe School Systems section. Please note that we have given a little more detail in this section than in the education section to help non-technical colleagues better understand technical issues. The length does not reflect relative importance to education and messaging. 
We recommend that results, conclusions and actions are incorporated into a school’s overall safeguarding audit and considered as part of a holistic, contextual safeguarding approach – not treated separately to offline issues. 
This audit has been broken down into two broad sections: 
 Curriculum, General Approach & Communication 
 Safe School Systems (technology for safeguarding and safeguarding for technology) 

CURRICULUM, GENERAL APPROACH & COMMUNICATION
An effective whole-school approach requires consistency, a common understanding and clear communication. Unless everyone follows a common approach, you communicate clearly with all stakeholders, and staff know what others are doing, there will be gaps. The same will apply if policies do not reflect practice. And always remember, online safety = online safeguarding = safeguarding.
	Question 
	
	
	
	Evidence / details and dates
Any actions and by whom


	APPROACH

	Approach: whole-school & safeguarding-driven 
– how does the school demonstrate a whole-school approach to online safety, as particularly advocated in Keeping Children Safe in Education (KCSIE), Teaching Online Safety in School (TOSIS) and subject guidance including Relationships and Sex Education and Health Education (RSHE) and Computing? 
– is online safety fully accepted as part of safeguarding and therefore not treated as a separate matter, in the eyes of staff, students or parents, and equally in the curriculum and communications, or reflected in incident management and staff roles and responsibilities? 
– are all staff aware that any discussion of online safety, whether planned or ad hoc, may lead to a disclosure and must be dealt with in line with school safeguarding procedures? 
– is online safety included on safeguarding reports? 
– does online safety have obvious involvement of the leadership team and governors? 
– how does the school ensure that non-specialist staff use consistent approaches and messaging?
 – does the school take a non-victim-blaming approach (avoiding statements such as “well you shouldn’t be on social media anyway” in response to an incident or disclosure)?
	
	
	
	It may be helpful to reference https://www.gov.uk/government/publications/teaching-online-safety-in-schools 
The school has online safety whole school, training for staff and has whole school online safety policies and procedures. 
Online safety breaches are discussed by the SLT and whole school responses are sent to parents. 
Parents and carers also have online safety training workshops (Autumn term) provided by the school and links are provided on the school website/social media for parents and carers to access training and advice websites to ensure pupils are kept safe. 
Online safety is part of the whole school curriculum and permeates through the curriculum as it is essential for safe usage of the internet. 
Online safety disclosures are recorded on the CPOMs system and disclosed using normal procedures to the DSL.
The safeguarding committee meeting with governors includes a section on online safety and is reviewed by the SLT at SLT meetings and governors at the full GB meeting. 
Induction materials for new staff ensures that all safeguarding issues, including online issues are sent to the DSL and the DSL is named in posters on entry and other visible areas of the school. 
The school has an open blame free culture to support open and honest communication.

	Approach: flexible, current curriculum 
– how does the school combine an informed, proactive, planned approach with a flexible, reactive approach to ensure it meets changing pupil needs (e.g. as technology changes, trends develop and incidents occur, are they fed into curriculum design and staff training)? 
– are staff comfortable with making the most of ad hoc opportunities to discuss and learn as online safety conversations arise? 
– how does the school review annually that teaching is current and relevant to the setting and pupil needs and experiences?
– are all the harms and issues and ‘underpinning behaviours’ mentioned in TOSIS and the RSHE guidance addressed throughout the year? 
– is particular consideration made for vulnerable students, e.g. those with SEND and other needs? 
– how does the school avoid overlapping teaching, e.g. covering the same issue in different subjects (e.g. RSHE and Computing)? 
– do you collate ‘pupil voice’ to ensure messaging addresses pupils’ lived experiences? 
– do you ensure that positive experiences online are also celebrated (not just harms and negative aspects of life online)?
	
	
	
	You may wish to reference/consult: 
 https://www.gov.uk/government/publications/teaching-online-safety-in schools 
 https://www.gov.uk/government/publications/relationships-education relationships-and-sex-education-rse-and-health-education 
 https://www.gov.uk/government/publications/national-curriculum-in-england computing-programmes-of-study

The curriculum is regularly reviewed at SLT and staff meeting level to ensure that all staff understand and it is responsive to the needs of the school. It is adapted to the needs of SEN pupils to ensure they can understand, as far as possible, for their developmental learning ability. 
We have a scheme of work that ensures progression is made in each subject and children are not learning the same subject content twice, (unless we feel revision of previous learning is required.) 
We highlight the positive aspects of online life, especially online learning, and the knowledge and information that can be accessed quickly on the internet.

	Assessment 
– is the curriculum informed by and measured against clear outcomes, e.g. those in the UKCIS framework Education for a Connected World (or similar)? 
– how do you use formative and summative assessment to ensure you are aware of pupil knowledge and skills to inform teaching, and subsequently to measure progress
	
	
	
	We currently use NatterHub resources to support the online curriculum and Education for a Connected World is available at gov.uk/government/publications/education-for-a-connected-world 

Children are surveyed to find out their understanding of online as well as having class discussions and termly safety surveys. 

	Parental engagement 
– how do you proactively engage parents/carers?
 – are parents aware of the school’s broad online-safety approach? 
– are parents aware of the latest harms and issues as well as encouraged to use safety settings on popular platforms, devices, games, apps and consoles? 
– are parents reminded of the importance of following age ratings?
 – do you follow a drip-feed approach to communicating with parents?
	
	
	
	We regularly send information to parents about online safety through letters and newsletters as well as signposting to training and community online safety events – Knowsley Newsletter
Age-appropriate information is sent out. 
We also have links on the website to online safety websites and parent training courses. 
We provide training for parents on site and respond to specific online issues with letters to parents of pupils concerned. 
We also provide 1:1 support for parents who need assistance with setting up parental controls. 
There is a stronger emphasis on sending information during online safety week but information is sent out all year and added to the website. 




	Question 
	
	
	
	Evidence / details and dates
Any actions and by whom


	POLICIES AND PRACTICE

	External influences, resources and scares 
– are external resources always first assessed for appropriateness (age appropriate, not overly negative, scary, victim blaming etc)? 
– are any external purchased schemes of work/curricula carefully adapted as necessary? 
– what approach does the school take to reacting to online challenges, scares and hoaxes? 
– how are any external visitors vetted for expertise, appropriateness and safeguarding understanding?
	
	
	
	We use high quality resources, such as from the NatterHub, Education from a connected World to teach online safety and ensure there is a balance between positive and negative messaging about use of the internet. 
We use Kapow, an established scheme of work to teach PSHCE and the LA scheme of work for sex and relationships education to teach about personal boundaries, positive relationships, resilience and protecting yourself from harm. 
We do not pass on information to parents about hoaxes or promote them to pupils. If pupils want individual support regarding hoaxes and challenges we would assign them a pastoral session as well as discussing the concerns raised by the pupil with parents whilst focussing on what good online behaviour looks like and what to do if you see something upsetting online and who to report it to. gov.uk/government/publications/harmful-online-challenges-and-online hoaxes/harmful-online-challenges-and-online-hoaxes 
 UKCIS victim-blaming guidance (soon to be published at time of publication of this document) 
 gov.uk/government/publications/using-external-visitors-to-support-online safety-education-guidance-for-educational-settings 

	Policies 
– do your policies govern all online behaviour, not just when using school devices or logged into school systems and platforms? 
– do you have an online-safety policy (whether standalone or section within your safeguarding and child-protection policy?
– do you have (note the following might be integrated into other policies and not standalone but must be very clear if so) o AUPs to reflect varied roles and responsibilities, e.g. different key stages, parents, staff, visitors, governors, contractors etc. (NB whilst often called “acceptable use policy”, these should reflect all online behaviour). 
Social media policy? If not, this may be included in your online safety policy but should be clear. 
o Remote learning policy (whilst covid closures are a thing of the past, remote learning systems remain in use)
	
	
	
	Our policies, such as the behaviour policy, behaviour curriculum are relevant to online conduct in and out of school. 
We have a separate online safety policy that pupils must be read before logging in to school devices. 
Use of social media is highlighted in the Safer code of conduct policy, Social Media Policy and Staff Handbook 
We also have a separate remote learning policy.

	Content & review, policy v. practice 
– do you consult others to populate your policy, e.g. review templates (LSCP, fellow schools, The Key, LGfL, etc)? 
– where you have used content or templates, have you checked it is relevant to your setting, systems and stakeholders and adapted as appropriate? 
– do you regularly review these policies (not just the annual governor review but with staff and pupils who can give insights into practicability)? 
– how do you check that policies are both followed and possible to follow (e.g. contradictions with other policies, a ban on mobile photography when there are no school cameras and photos are often required, references to systems which no longer exist)? 
– are new systems, platforms, processes and user behaviour/needs regularly incorporated into these ‘living’ documents? 
– are policies updated to reflect curriculum needs, behaviour and safeguarding risks and incidents in your school?
	
	
	
	We also use a wide range of sources when reviewing policies and up to date government advice and LA advice. 
All policies are checked and adapted where necessary to our setting. 
Policies are reviewed with staff and updated on the school website. Pupils are included in reviews where appropriate. We have a review timetable of policies to ensure that all policies are reviewed at least every 3 years. 
Safeguarding policies are reviewed annually and all statutory policies are reviewed annually. All teachers have to read and review and the SLT check before providing copies to staff that there are no inconsistencies between each policy. 
New advice and resources are added to the policies e.g. new information from KCSIE even if the review date is not due. All policies are adapted and updated to respond to curriculum changes, behaviours and safeguarding risks and incidents



	Question 
	
	
	
	Evidence / details and dates
Any actions and by whom


	TRAINING

	Training & CPD 
– do all staff receive online safety training as part of the safeguarding training schedule (at induction and start of year or mid-year for new starters)? 
– is the centre of expertise in online safety within the DSL team with the most in-depth training received by this team? 
– are regular updates given throughout the year, reflecting trends, harms and incidents in school as well as nationally? 
– is training appropriate to and customised for different roles and responsibilities, with extra strategic elements for SLT and governors? 
– does training around ‘online safety’ tie in with training on other areas which may not be classically associated with online safety, such as all the harms mentioned in KCSIE (e.g. Prevent and many others)? 
– do technical staff receive sufficient training on key safeguarding elements? 
– do non-technical staff receive sufficient training on technical aspects?
	
	
	
	All staff receive online safety training as part of a wide-ranging induction related to safeguarding. If staff miss the whole staff training session, then we provide a 1:1 online training until staff are back in the normal staff training cycle. 
DSLs and DDSLs, HT and DHT and have a wider and more in depth range of training than other staff members. Policies and procedures are updated throughout the year in response to local and national incidents. 
Governors have separate safeguarding training and review policies related to online safety and reasons for reviews. Staff have training on all the harms mentioned in KCSIE and links are made to online safety. 
Technical staff are aware of school policies and procedures as part of their induction. Technical staff regularly have meetings with the DSL and business manager to review the procedures / infrastructure to ensure online safety..


















SAFE SCHOOL SYSTEMS 
Schools have a duty to provide safe school systems – this may take the form of technology for safeguarding (e.g. filtering) or safeguarding for technology (such as behaviours or settings to adopt on a particular device or platform). It is important to remember that technology changes all the time, whether functionality, risks or appropriate settings, and there is always a balance to be struck between safety precautions and ‘over blocking’, which Keeping Children Safe in Education requires schools to avoid (the 2022 version includes reference of ‘regular review’). The education element is therefore key, i.e. teaching children and young people what to do when they see or experience something worrying. Safeguarding teams will wish to engage with their technical colleagues on this section – please ensure to review it together.
	Question 
	
	
	
	Evidence / details and dates
Any actions and by whom


	FILTERING

	Appropriate filtering
 – has your provider filed a submission with the UK Safer Internet Centre to explain why your filtering is ‘appropriate’? 
– have DSL, SLT and technical teams all read and understood this submission, including rationale, benefits and limitations and safe search settings, e.g. for web searches and YouTube?
	
	
	
	Yes. Lightspeed have provided that submission. See link. 

Lightspeed-Appropriate-Filtering-Provider-Response-2025-Lightspeed-Systems.pdf

Headteacher in charge of Online Safety has read the submission. 

	Filtering training 
– has your technical team attended training on your filtering platform/s to understand exactly how it works, how it is set up and what the options are in order to inform a strategic filtering approach and implement DSL/SLT requirements? 
– has your safeguarding team also attended training to know the questions they need to ask of their technical colleagues and to understand at a high level what filtering can/should do to inform the approach?
	
	
	
	Technical team are aware of Lightspeed and have met with school to ensure system aligns with strategic filtering approach and school requirements. 

Lightspeed Training has been delivered to SLT and DSLs



	Rationale / team effort 
– do your technical and safeguarding teams meet to discuss your filtering needs and document your approach regarding what is allowed / not in school and the safeguarding driven rationale? 
– is this up to date, reflected accurately (and updated) in policies and practice, including how your approach and settings do not ‘over-block’, and shared with parents, staff and governors and ready to show to Ofsted?
	
	
	
	DSLs as part of SLT have discussed filtering needs and chosen a provider that matches those needs. This matches the safeguarding driver rationale. 

Policies are up to date. Lightspeed keep current with categories and key words. Lightspeed takes into account what to filter and the educational value of what has been searched – is it appropriate to the topic of what you are researching?
This is shared with stakeholders through the policies on the website.
Online Safety policy
	

	Reporting and regular review 
– do you receive regular automated reports to inform safeguarding / behaviour interventions and review use of the system to keep users safe and ensure you are not overblocking (also important to ensure access to teaching & learning sites)?
 – who is responsible for checking these reports have been run and are being reviewed, and that they are functioning correctly? 
– is the system regularly reviewed to ensure appropriate access, settings and usage, including consideration of impact
	
	
	
	Lightspeed creates up to date reports on what has been blocked and why. It can show the most blocked sites, most viewed searches, top browsing activities. 

Lightspeed, technical support, SLT are responsible for checking reports.

Yes. System can be reviewed when needed. 

	Safe modes / search 
– do you enforce safe search on search engines and block those which do not have a safe search? For YouTube, do you enforce one of the restricted modes as appropriate for your needs?
	
	
	
	Yes. Youtube is blocked for children. More options to restrict if required. 

	BYOD 
– if you allow ‘bring your own device’, what measures are applied to these devices to ensure the school internet cannot be used inappropriately simply by switching to a BYOD network
	
	
	
	Lightspeed has DNS filtering so any guest has same restrictions as anyone else. 

Visitor phones are locked away to prevent hot spotting to visitor laptops. 

We do not allow ‘BYOD’ to pupils or staff.

	Devices at home 
– have you applied filtering to school devices when sent home with students? 
– given that schools cannot protect parent/child devices, do you remind parents about how to set controls on their home internet/phones/devices etc?
	
	
	
	Yes. 

Yes. Internet Safety newsletters sent out and advertised. DSLs share information with parents when needed. 

	Linked to the curriculum and safeguarding landscape 
– is your filtering set up and updated to reflect the online-safety messages you teach and safeguarding concerns/cases in school? 
– conversely, is learning from filtering findings used to inform the curriculum?
	
	
	
	Yes. 

Yes. Curriculum changes can be implemented if filtering issues occur. 



	Question 
	
	
	
	Evidence / details and dates
Any actions and by whom


	MONITORING

	Approach
– is your approach to monitoring based on a strategic and safeguarding-driven rationale that has been made in discussion between safeguarding and technical teams? 
– are all senior leaders, governors and staff aware of this rationale and which of the three possible approaches (or combination) outlined by the Safer Internet Centre that your school follows.
	
	
	
	Safer Internet Centre monitoring approaches - https://saferinternet.org.uk/guide-and-resource/teachers-and-school staff/appropriate-filtering-and-monitoring/appropriate-monitoring

Our approach to monitoring is based on a strategic and safeguarding-driven rationale that has been made in discussion between safeguarding and technical teams. 

All staff need to be aware of who receives reports from Lightspeed and how they are monitored. Training is booked through Roartech

	Appropriate monitoring 
– if you use a pro/active technical monitoring solution, has the provider filed a submission to the UK Safer Internet Centre? 
– have DSL, SLT and technical teams all read and understood this submission, including rationale, benefits and limitations.
	
	
	
	Yes. Lightspeed have provided that submission. See link. 

Lightspeed-Appropriate-Filtering-Provider-Response-2025-Lightspeed-Systems.pdf



	Monitoring training
 – if using a pro/active solution, has your technical team attended training to understand exactly how it works, how it is set up and what the options are in order to inform a strategic approach and implement DSL/SLT requirements? 
– has your safeguarding team attended training to know the questions they need to ask of their technical colleagues and to understand at a high-level what monitoring can/should do to inform the approach?
	
	
	
	Yes. Technical team have attended training of Lightspeed and have met with school to ensure system aligns with strategic filtering approach and school requirements. 



	System configuration, customisation and review 
– do your technical and safeguarding teams meet to discuss your monitoring needs and ensure systems are configured for the devices and systems you used and regularly updated/reviewed where changes are made and new devices added to ensure no devices or systems are missed? 
– are systems customised for your safeguarding needs e.g. adding keywords that represent new concerns in your school/area or to follow students at particular risk.
 
	
	
	
	Our technical and safeguarding teams meet to discuss your monitoring needs and ensure systems are configured for the devices and systems you used and regularly updated/reviewed where changes are made and new devices added to ensure no devices or systems are missed

Lightspeed keep up to date with current search trends. School can add their own search criteria too. 




	Reports 
– if using a pro/active solution, is the system set up in such a way that you have a manageable number of captures and are not overwhelmed and therefore at risk of missing key safeguarding alerts? 
– do you also run reports to spot trends over time? 
– are concerns fed into the safeguarding systems you use to capture manual/offline safeguarding concerns to complete the safeguarding jigsaw and not kept in a separate silo?
	
	
	
	No longer tracked by key word logging, more contextual to reduce false positives and overwhelming amounts of alerts. Only key captures are alerted. 

Trends can be tracked on Lightspeed. 

Can be plugged into CPOMS (not necessary). Concerns are added manually to CPOMS to build a bigger picture of a child’s history. 





	Question 
	
	
	
	Evidence / details and dates
Any actions and by whom


	HOME / REMOTE LEARNING & DEVICES IN THE HOME

	School devices in the home 
– if you send school devices home with students, how are they protected / monitored?
 – do you have internet filtering/monitoring on them?
 – are they locked down as ‘managed devices’ so software cannot be un/installed except by school admins?
	
	
	
	Not applicable as we do not send school devices home with students.

	Live lessons (even after covid, most schools will now deliver live lessons on scheduled and unexpected days, e.g. open days, elections, snow days, broken boilers, etc.) – do you have a remote learning policy or clause in another policy that covers behaviour for pupils and staff? What key safeguarding precautions are included?
	
	
	
	We have a remote learning policy in place however no live online lessons take place. 


	Homework / cloud platforms accessible from home (all other platforms that can be accessed at home, whether for homework or during home learning)
 – are these covered in policies and AUPs and regularly updated as new platforms/systems are bought?
– are all systems audited to ensure that they have an audit trail, central administration not limited to one person, oversight of administrators and settings locked down where features are not required, e.g. to not allow unmonitored communications?
	
	
	
	Administrators for Seesaw are across school to make appropriate changes. Setting are changed when appropriate (e.g email access turned off for children)



	Question 
	
	
	
	Evidence / details and dates
Any actions and by whom


	GENERAL – ALL TECHNOLOGY USED IN / BY THE SCHOOL

	Safeguarding & technical collaboration and review 
– do safeguarding and technical teams review at least annually (or whenever significant changes are made to technology or the way the school works or new technologies are adopted), which platforms, systems and devices are used, how, what their settings allow and why, plus risks and mitigations?
	
	
	
	Annual reviews from IT provider cover this. Significant changes are discussed with school to explain rationale. 

	Communication functionality
 – are all platforms that include any chat function (remember that ‘comments’ can be used to chat, especially if they are never monitored) included in your policies, AUPs and risk assessments and locked down in the way your school wants them? 
– are all staff and pupils’ aware which platforms they can use to communicate between pupils or between staff and pupils and that they must never use accounts/emails/apps that are not approved/linked to the school?
	
	
	
	Chat room functions are either disabled if part of approved website (Google Classroom) or are blocked entirely using filtering categories and keywords required for pupils or blocked

	Technology in your policies / AUPs 
– are the latest school system, platforms and devices that CAN be used/accessed at home included in your policies/AUPs etc? 
– have these been updated/audited recently to ensure they are still accurate? 
– are the rules there possible to follow (e.g. systems named which no longer exist or “use a school camera” when they don’t exist or work)?
	
	
	
	Acceptable Use Policy is applicable at home/school. 
AUP policy needs to be reviewed for September 2026

Policy is up to date and possible to follow. 



	Question 
	
	
	
	Evidence / details and dates
Any actions and by whom


	CYBERSECURITY

	Audit & documentation (given its importance for continuity of access to systems and data for keeping children safe, schools secure and maintaining continuity of teaching & learning, cybersecurity should be audited separately) 


	
	
	
	See Cyber Security Plan 2026

	Technical staff 
– do technical staff have training on cybersecurity and report to senior leaders and governors on issues, mitigations incidents and training needs?
	
	
	
	UKCIS questions for governors
The technical team have cybersecurity training, and provide the SLT with advice and guidance where required, however, this isn’t part of any formal procedure. 
The headteacher reports issues to governors through the termly “Heads Report to the GB” and organises training for governors.

	Training – are non-technical staff given training and regular reminders on cybersecurity best practice (passwords, phishing, reporting and more)?
	
	
	
	Report to the GB and organises training for governors.
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